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Digital Criminology
Introduction 
	“Every society has the criminals it deserves” ("Criminology Quotes (19 quotes)", 2018). A popular quote in criminology by Havelock Ellis who was trying to explain that in every society there are criminals, but the level at which the criminals operate depends on the complexity of that particular society. The current generation and society have advanced on technology, which means it has to be reflected in the crimes being carried out in society. For quite some time, cybercrime has been one of the significant areas where policies have been developed for the last twenty years. There were attempts to categorize the types of cybercrime which were focusing on the computer-related elements on the common types of criminality. Digital criminology emerged from an Australian criminological scholarship on the impacts of digital technologies in criminal justice practices. Digital technologies include smart phones, wearable technologies, etc. which have become part of the society if not the mirror to the society. This paper will be critically examining how the emergence of digital technologies has impacted a criminal justice issue outside of the traditional cybercrime.
Abstract
	The current digital and communication technologies that have been highly accepted and absorbed by society, especially social media, have changed the way people live. Instead of taking technology as a separate entity to society, the emerging ‘digital society' has merged technology with society acknowledging the use of digital technologies, media, and social networks in our everyday life (crime perpetration, victimization, and justice). Through the ease of access, the social media platforms such as Facebook, twitter and Instagram by the public, they can either choose to use the platforms to help the authorities and ensure justice is served or distribute and victimize the individuals facing image-based violence. Digital technologies and digital justice have a positive impact in society but have also proven to be disastrous if not regulated and appropriately used.  This paper will explore how digital technologies have influenced the field of criminology. 
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Cyber Criminology
	The internet has come a long way, having several successes that led it to a new level or stage. Some of the achievements included; advances in computing in the 1950s, Advanced Research Projects Agency Network where the first message was sent in 1969, electronic mail in 1970s, online communications via a private network in 1980s and the web (global) in 1990s. In crime and criminology, they categorize the technology developments into three; the pre-web era, the global web era, and the social web era. Every stage comes with its challenges and advancements that impacted crime, which was later linked and associated with criminology thinking. The moment that computers were introduced in offices, including government institutions and schools is the day that all their databases were exposed to crime and specifically computer-related crimes though misuse of technology. According to John Wall in the global web era cybercrime was divided into four categories; 1) cyber-trespass, this includes the attack or trespassing into someone's database without his/her authorization. This includes hacking, online attacks, and malware. 2) Cyber deception- this consists of theft of data, money, property, and piracy, which are made possible through scams, fraud, and malware. 3) cyber-porn and obscenity, which refers to the online trading of sexual materials covering sex trafficking, sex work, etc. 4) cyber- violence, which includes the cause of harm to another person such as cyber bullying, cyber stalking, etc.
 All of the above crimes have always been associated with the ‘traditional cyber crimes,' but for some crimes, it becomes difficult to tell if they are cyber crimes or just crimes that were accomplished through digital technology. Digital technology has been part of society, making life easier each day. From travelling to shopping to entertainment, and the communication industry, revolutionizing these sectors in a significant way. Some of the immense benefits that digital technology has led to include; social connectivity, communication speeds, versatile in work, automation, storage of information, news, banking services, and smaller devices in size. To the contrary, as much as beneficial these technologies have been, they have also been contributing to crimes. A good example is an issue that this paper will be looking at, image-based abuse. Some of these technologies include smart phones, wearable technologies, etc. a Smartphone can be used to commit several crimes or be used to solve crimes, and this is because of its ability to record live videos or audio and at the same time upload or post in the social media platforms such as Facebook, Instagram, and Twitter. While the wearable technologies also can be used to commit or solve crimes due to their ability to record real happenings and even broadcast the live location of the user. Due to this, the emergence of digital technologies that have been influencing criminal justice issues that are particularly outside the traditional cyber-crimes. 
Image-Based Abuse
Perpetration of image-based abuse has increased because of the rapid expansion and transformation of technology. Image-based abuse is a form of technology-facilitated violence that involves sharing or threatening to share sexual images without the permission of the depicted individual. It can also include altering a person's image digitally and sharing it to imply that the person in the picture is another person. The victims of image-based abuse may include those whose photos have been shared without their consent, whether they were taken with or without their permission. The perpetrators may be a former partner that has been wronged and seeks revenge due to a breakup of their relationship or sometimes the perpetrator may not even know the victim. The motive in such cases is usually for 'a laugh,' for financial gain or malicious reason. The images may go viral on the internet and other inappropriate websites. Image-based abuse can also be in form of hacking and distributing nude images of celebrities acquired from iCloud accounts (Décary‐Hétu & Dupont, 2012). It is part of sexual abuse, which has consequences and strategies have been put in place to deal with the issue. The distribution, whether primary or secondary, may attract criminal sanction but not every distribution does. Some jurisdictions have tried to precisely specify the types of images that are regarded as sexual as a way of addressing the problem. The law, therefore, interprets the purpose of such abuse and considering the nature of the trauma the victims suffer. 
Image-based sexual abuse may affect the victims negatively, and these victims are predominantly women. The creation and pervasiveness of image-based abuse cause humiliation, societal disparities, and stigmatization to the victims. Violation of personal and bodily integrity is one of the immediate and direct harms the victims face. It may lead to suicide and panic attacks while others fearing physical abuse as well as online assault. Some victims are also affected professionally because they may be evicted from their current jobs and thus changing their careers. Image-based sexual abuse compromises the victim's privacy due to infringement of their dignity leading to the distinct lack of self-confidence. The abuse violates not only the dignity of the person involved but also of all members, especially women who live in that society. Image-based violence also inhibits sexual autonomy and expression. A person's confidence in the security of their privacy and dignity creates a robust conceptual foundation and enjoyment of their rights to sexual freedom and expression, but image-based sexual abuse limits individuals from exercising such rights. The threat restricts the female’s sexual freedom and expression since it runs a great risk since it is being erased by society. 
How the emergence of digital technologies has impacted image-based abuse.
The emergence of digital technologies has a significant impact on criminal justice issues, especially the image-based abuse issue. The following digital technologies have both positive and negative effects on image-based abuse. 
Digital engagement
The expansion of digital technologies has created an opportunity for the public to play a role in the production, consumption, and publication (Powell & Cameron, 2017). The public can easily access media content available to them, thus offering criminologists an opportunity for exploration of image-based abuse. The emergence of digital technologies has significantly impacted the criminal justice issue of image-based abuse. Due to digital engagement, image-based abuse is on the rise because more people can access the various social media platforms with these images leading to the subsequent distribution of the photos. It has, however, made it easier for criminologists to track down the perpetrators of image-based abuse and held responsible for their actions, unlike the traditional media platforms they could quickly get away with their crimes. The public can also help in creating awareness about image-based abuse as well as offering moral support to the victims.
Digital spectatorship
Digital spectatorship has led to technological advancement through the increase in the application of crime news in people's lives, and it is associated with an expansion of penal populism. The internet, as well as social media, form a potential facilitator of the increase in digital spectatorship. The public can get live access to crimes and justice news as events unfold. The ability to follow crime in real time has intensified the fear of crime hence reducing the distribution and spread of image-based abuse and misperceptions about crimes. Digital spectatorship has enabled the public to be part of the solution to the criminal justice issue of image-based violence. Digital spectatorship has positively impacted digital technologies even though it initially showed that the crime media consumers are prone to cruelty in their view towards justice and crime. 
Digital investigation and evidence
Digital technologies provide chance for the public to explore criminal activities in detail in both online and offline settings. The data available digitally make it easier to explore the possible ways in which an offense was committed and proving intent or the possible alibis in the crime. Image-based abuse can be investigated using the digital technologies and the criminals found. These criminals are investigated, monitored, and policed by the authorities. The digital evidence collected can be used in various ways that need a better understanding of the investigation process. The authorities, in collaboration with the digital space users, can identify the criminals of image-based abuse and necessary action taken against them.
Digital surveillance
Image-based abuse has been affected by digital surveillance through enhanced opportunities for state-sanctioned monitoring. Digital technologies have led to the emergence of sociological and criminological critiques. Governments caught by judicial bodies in activities that involve privacy breaching have further intensified the exposition of these programs. Due to digital development, criminologists have more significant opportunities for exploring digital technologies and as well as surveillance (Graham & Wood, 2003). It has made it easier for monitoring of image-based criminals and distributors. The counter-surveillance through the agents of power within the criminal justice system, on the other hand, have also been tracked, documented, and held responsible for their actions. Digital surveillance has also allowed the citizens’ policing and private institutions to conduct criminal investigations and prevent crimes (Croall ,1992). This has led to a significant reduction in image-based abuse. 
Digital social inequalities
The emergence of digital technologies has led to an increase in social inequalities, such as discrimination against gender, sexuality, or race. Perception of victims of image-based abuse has also increased. Unequal techno-social relations may be facilitating the new cultures and practices of image-based abuse harms (Margulies, 2013). The marginalized communities have the ability to share videos of private abuses and brutality and organize protests and movements against social injustice. The impact of digital social inequalities, nature as well as the justice movements is vital to be understood in digital criminology.
Digital space and embodied harms
The use of digital space to perpetuate sexual violence and gendered harm has dramatically increased. The public is using digital communication to harass the victims of image-based abuse. The perpetrators use digital communication and other broader inequality, marginalization, and exclusion. The harms in the society that are brought about by the emergence of digital technologies are well understood via captures of the lived experiences of marginalized communities, the violence in their daily lives as well as the operation of power (Powell, 2014). More people have access to the various digital spaces and the perpetrators as taking advantage of these platforms to fulfill their malicious motives or use other people's images for financial gain. The victims are exposed to stress, which may affect them emotionally and sometimes socially.  
Digital justice and 'digilantism.'
The public and state agencies can engage in various ways through the emergence of digital technologies. Digital justice is made possible and straightforward, thus reducing image-based abuse and protecting the victims of the violence. The use of social media by the court as well as the police has encouraged the public not only to access a justice system but also to get involved (Powell, 2014). Digital technologies have also urged the society’s response to crimes and encouraged informal justice practices. Informal justice, however, can result in violence, injustice, and harassment towards the alleged offenders as well as victims, e.g., image-based violence victims and perpetrators because informal justice also needs an examination of the issue before action is taken. Investigations to determine the right criminals need to be conducted to avoid punishing the innocent people or victims of hacking. Digital justice practice has proven to be essential and, but it requires a further examination of nature and the impact it has on society.
Conclusion
Technology has evolved over the years and this evolution has led to the advancements in cyber-crimes and digital criminology. Policies have been put in place over time but misuse and abuse of digital technology is still rapidly increasing. For quite some time, cybercrime has been one of the significant areas where policies have been developed for the last twenty years. There were attempts to categorize the types of cybercrime which were focusing on the computer-related elements on the common types of criminality. Digital criminology emerged from an Australian criminological scholarship on the impacts of digital technologies in criminal justice practices. Digital technologies include smart phones, wearable technologies, etc. which have become part of the society if not the mirror to the society. The criminal justice issue on image-based abuse has been on the rise due to the advancements in the digital technology world. Anyone can be a victim of image-based abuse because the images may be taken with or without your knowledge and face threats to distribute them or distribute them without the individual's consent. The victims are predominantly women and they face humiliation and stigmatization. Some victims’ emotional trauma becomes unbearable and they opt to commit suicide. The digital technology platforms may be used to promote image-based abuse or reduce the abuse because it plays a major role in the criminal justice issue. Through the ease of access, the social media platforms such as Facebook, twitter and Instagram by the public, they can either choose to use the platforms to help the authorities and ensure justice is served or distribute and victimize the individuals facing image-based violence. Digital technologies and digital justice have a positive impact in society but have also proven to be disastrous if not regulated and appropriately used. 
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